PIN Services UltraVNC Remote Control Use,
Configuration and Administration

This document describes how to access the PIN Services Remote Control Service. It consists of
two parts. The first part describes the normal configuration and use of Remote Control through
UltraVNC. The second part describes how to configure the UltraVNC server and client to provide
remote access.

Part A - Normal Configuration and Use

1. General Description of Remote Control

Remote control technologies have been around for a number of years but it has only been in the
last several years that software and hardware has matured to the point that the technology has
become easy to implement, reliable, and responsive enough to be generally usable. In a remote
control connection the keyboard and mouse of a client machine is used to control the Graphical
User Interface (GUI) of a remote PC, which is usually behind a firewall on a local network. The
result is that the remote PC is being used as if one were sitting down in front of it, but by using
another keyboard and mouse.

Remote controlling a PC requires two separate software components: a server and a
client. These are simply the programs that facilitate the two points of contact — the
computer to be controlled and the computer doing the controlling. The client is fairly limited
in that its role is to connect to the remote PC, send the keyboard and mouse

commands to the remote PC and provide a Window or Viewer displaying the

Desktop of the remote PC. The server software is more complicated as it is the tool that
authenticates and secures the connection as well as interpreting and carrying out the
commands on the remote PC and sending the display information back to the client.

Although remote control is very seamless there are some specific mental juggling acts and
limitations that must be kept in mind and gotten used to when using remote control. These are:

§

Depending on the speed of your upstream and downstream connections there will be a
lesser or greater lag time between sending a command and seeing a result. This may lead
to, if one is not patient, a piling on of commands that leads to a dropped connection or
crash. Much of the feedback provided by the operating system that lets you know something
is happening - that your command has been initiated - is delayed via remote control.
Patience is required when getting used to using remote control and performance will vary
greatly from location to location, and depending on the time of day.

The greatest challenge is getting used to and keeping track of the fact that you now have
two desktops, two taskbars, two Start Menus, etc. It will take some time, and practice in
recognizing the cues that reliably determine whether any particular command you initiate is
being sent to the PC you intend it to.

When creating and moving around data it is also essential to be very clear about which
machine, the client or the host, the data is created on and ends up on. This is particularly
important in terms of ensuring that sensitive data is secured and backed up.

Certain special key commands are not directly available as they will always be applied to the
local PC. These are special alt and ctrl sequences that are generally not needed for normal

© 2009, Pin Marketing and Technology. These documents are the intellectual property of PIN Services and Marketing and are meant only for
review purposes and should not be modified or used for commercial purposes without the written permission of Pin Marketing and Technology



use such as ctrl-alt-del which brings up the Task Manager. These specials commands may
be accessed on the remote machine through an Ultra VNC Viewer menu if required.

The main use of remote control is to access a remote PC as if one were sitting in front of it. Since
we are, in effect, using the PC as if we were in the office (and we are actually operating that PC
indirectly) we also have access to all the network resources that PC does, including all the
applications, data, network folders, printers, external drives, etc. In combination with the other
services, FTP and VPN, remote control offers a different level of access that can supplement these
other services based on specific need or loss of availability of these other services.

For example, if large or a large number of files need to be copied to the FTP share this can be
accomplished more efficiently through remote control than through the VPN. If FTP is unavailable
UltraVNC has a built-in FTP server/client feature that allows file uploads and downloads.

If the VPN is unavailable then email may be unavailable remotely. In this instance
g remote control allows email to be accessed through the office PC where the PST is
actually stored.
Finally, remote control can facilitate trouble-shooting of these other services, computers, network
devices, and the router since if a remote control connection can be established all the network
resources can be ‘indirectly-directly’ accessed. With the 3 levels of service only imagination limits
what is possible.

2. Configuration of UltraVNC Services on PIN03-newPC

The UltraVNC server software is installed on PINO3-OIdPC in the office. It is configured for both
secure and un-secure remote control. Normally in a remote control session there is no sensitive
data being sent, only commands and connectivity information.

The possibility does exist that a remote control session may be hijacked allowing a third
g party to facilitate their own access to the remote PC. For this reason, as with all other

services, it is best to both secure and encrypt the sessions.
The first level of security is to require authentication to the server with a password. To secure the
information that is being transferred it must be encrypted. There are several ways to do this. In this
implementation if a secure (encrypted) remote connection is desired the Virtual Private Network
(VPN) is used, which encrypts all data by default, and is initiated before the remote control
session, and by using the IP address of the PC on the internal network or on the VPN rather than
the router IP address. The router IP address is used for the unsecure (not encrypted) connection.

It is possible to use encryption built in to UltraVNC when remote controlling directly over the
Internet but as the risks are relatively small and since if this is implemented the encryption
has to be turned off when the VPN service is used (to improve performance) simply using
the VPN for a secure remote control connection is more user-friendly. A description of how
to configure the built-in encryption in UltraVNC is included in part B of this document in case
it becomes preferable to using the VPN for securing remote control.

and extremely secure way of sending data through any service over the web, However,
your security depends entirely on the management of certificates and passwords. If the
certificates and passwords are not properly secured your system may be compromised directly.
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Like all other services remote control is accessed through the IP address (and a port number) of
the computer providing the service, and therefore, indirectly through the router connected directly
to the Internet that the remote control server computer is behind. In the unencrypted case it is the
IP address of the router that is used to access the actual remote control server. The internal
network/VPN IP address is used for an encrypted connection. Most services are configured to use
a domain name and DNS to be accessed. The PIN services remote control service is configured to
be directly accessed through the pin.dyndns.biz domain.

Key Information for making a PIN Services Remote Control Connection

. Server or Router IP address, or Domain: pin.dyndns.biz or http://pin.dyndns.biz

i Ports: VNC client port number is XXXX for both encrypted and unencrypted connections.

P Browser Java applet port number is XXXX. It is not encrypted in the current configuration.
User account for authentication: Windows Vista account on PIN0O3-newPC — XXXXXXXXX

Password *kkkkkkkkkkkkk

(stored in XXXXXXXXXX on PINOO-oldPC and on XXXXXXXXXXXXXX)

3. Connecting to the PIN Services UltraVNC server using UltraVNC client and Internet
Browsers

A remote control connection to PINO3-newPC can be accomplished in several ways. Normally one
uses the UltraVNC client (VNCViewer). This provides more tools for viewing and accessing the
remote PC, as well as better graphics and response. Using an Internet Browser is very simple and
only requires that Java is installed on the PC used to remote control. It is not as responsive and
uses poorer graphics, but requires no client installation or configuration to use and is therefore
useful in emergencies, for example when the laptop is unavailable.

a) Using UltraVNC client to remote control
Pre-configured UltraVNC sessions have been created and placed on the desktop of PIN02-

'] newlaptop to allow remote control of PINO3-newPC. There is a secure (encrypted) and
unsecure (not encrypted) connection. The unsecure connection requires a password but is

5221,‘:? not encrypted. The secure connection is run through the VPN and will not work until the

VPN is established. UltraVNC server on PIN0O3-newPC is configured to authenticate using a
()| Windows account. The username and password of any local account will allow a remote
4 connection to be made. The Windows account (username) to use is: XXXXXXXXXX

Remote
Unsecure

the local Pin Services Windows user account. For this reason the password for Pin
Services needs to be carefully guarded to prevent compromising the system or data. It is
a good practice to change this password every 6 months.

g Both the remote control service and shared folders on PINO3-newPC are accessed through

LItr@WVMC Authentication

Doubling-clicking either icon will open the

. . Usemame: |
Viewer and the dialogue box shown to the
right: Password:

[ Log On ]| Cancel |

Enter the username Pin Services and the password and click Log On. The remote control
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Windows, the VNCviewer, showing the desktop of the remote PC will open as shown below

5 VNCviewer - [pin03-newpe ( 10.9.04, 19216803 ]

(@) File Screen SpecialKeys Tools Session Options  Seftings  Help

$0@EF DR TDBREL €M [comes ) ZIEESIER

-/ [(CWa - v pind... - Adobe. Wi . > Got . ARE @6 121V

The desktop wallpaper of the remote PC is not displayed in the remote control window to
minimize the amount of data that is sent over the Internet. This improves response times.

One of the challenges of using remote control is keeping straight whether or not you are

accessing the remote PC or the local PC. As the screen resolution of the 2 desktops is likely

to be different the remote desktop is not likely to fit exactly into the monitor of the local PC.

This means that you may have to scroll within the remote control window to see the entire
remote desktop. There is a setting on the VNCviewer toolbar (shown below), Screen | Auto
Scaling, that will rescale the remote desktop within the remote control window so that it fits exactly
within the local monitor. Using this setting will distort the remote desktop slightly but makes it much
easier to determine which computer you are actually interacting with at any given moment.

L[ 2, VNCviewer - [pin03-newpc ( 10.9.0.4, 192.168.0.3) ]
i B @ File Special Keys Tools Session Options  Settings  Help
Gl % Normal FEQ @ 2 & i [ connect

[Pl Auto Scaling
A

L Full Screen

—
o Half Size
Compu

Fuzzy

= Cascade
SR | Tile Herizontal ﬂ ﬂ
"""" - Tile Vertical
Recycle Truels e.. Shortcutto

Togle ViewOnly - Shorteut  Main Outlo...

Screen Refresh

Colors

UltraVNC Desktop

Once you have resized the remote desktop you can proceed to access the remote PC as if you
were sitting in front of it.

To terminate a remote control session simply close the remote control window.
b) Using an Internet Browser to remote control

If the UltraVNC client is unavailable you may still remote control a PC using an Internet Browser.
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Internet Brower remote control will only work if Java is installed and if the firewall is enabled
for Port XXXX and IP address 192.168.0.3 (PINO3-newPC). See the document PIN
Services Network Config and Admin for instructions on how to configure the router
firewall for remote control using an Internet Browser.

To start a remote control session launch any Internet Brower. In the address field type the following
information: http://pin.dyndns.biz:XXXX and hit Enter. The following page will open (Chrome is
used in this example).

C| | ¥ pin.dyndns. biz | O~ K-

IH isoHurt - the BitTorre... B The Official Site of Ma.., % Wolfram|alpha @ Home 4 Gmail @ craigslist: victoria [ other bookmarks
| Options | | Record | | | | 2
VNC Authentication

Username: [ Password: I ‘ 0174

bod
< | ks

Enter the Windows account username Pin Services and the password and click OK. The remote
desktop will now appear in the Browser and you may begin controlling the remote PC. To end the
session either click the Disconnect button or close the page or browser.

c) Using the built-in File Transfer Capabilities of UltraVNC

Besides being able to remotely control a PC in the office you can transfer files to and from the
server and client PC’s using a built-in FTP server/client. This feature is available through both the
UltraVNC client and when using an Internet Browser. When using an Internet Browser click the File
Transfer button (see above).

When using the VNCviewer click on the file transfer icon on the VNCviewer toolbar

"5 VMNCviewer - [pmﬂ3—newpc (109.0.4 19216803 ) ]
@ File Screen Special Keys Tools  SessioggOetions ©5cttings  Help

RO@ Bﬂ%m@“ﬁ@.@r [ Connect |

Lomputer Malwarebyt...

The following window will open:



This is essentially an FTP client showing

—newD 0904 19 68 -
[ oo

(@VNC

E— ]

files and folder on the remote controlled e S| ot e | Mot
(remote) PC on the right, and files and | 2i¢. = <io) e
folders for the controlling PC (local) on e el
the left. e S e - s
31 Network Favortes | W] Removable
w (O] Network ] Removable
wK] Removable
The drop-down menus shown to the Dty D)
right allow you to select default iz hegor
folders on each PC. Use these menus
and the Browse Windows below to
browse for the files you wish to
transfer and for the destination folder.
Ip the following example we will move a
file from the desktop on the remote PC
to the desktop of the local PC.
History - > 06/26/09 12:21:45 - Connected... d
Progress
Connected...
First select the Desktop of the local machine (shown below)
i Fila Transfer with < pin03-newpc { 10.9.0.4, 192.168.03) > - Uler@VNC o B [
[ »]|  LOCALMACHINE () ~|[  REMOTE MACHINE (]
[ B:]- Network
[C ]-Local Dk |
{ e ]] -CDC-:EOI'\I; Size Modified Name Size Modified
[ M:]- Network Network s [B:] MNetwaork
[O:] - Network Local Disk W [C:] Local Disk
hy Doauments Local Disk w[D:] Local Disk
op
[ Network Favarites | [ Desktop ]
w1 CD-ROM W [E:] CO-ROM
[ M:] Network — W [F] CO-ROM
31 My Documents ] el s [H ] Removable
D[ Network Favorites ] T wrll:] Removable
e [00] MNetwork weld] Removable
e [ K] Removable
31 My Documents ]
[ Metwark Favarites
wlZ:] Network
Next select the Desktop of the remote PC (shown below)
8 File Transfer with < pin03-newpc { 10.9.0.4, 192.168.0.3 ) > - Ulkr@VNC [P
([ Deskiop ] || LOCALMACHINE () [ ~] [ REMOTE MACHINE ==
C:\Users\PIN'Desktop'. [ B:]- Network |
L [C:]- Local Disk
MName Size Modified { E; ]] l(f%c—;lODl\i:k Size Modified
0.1 Folder [F:]-CD-ROM Netwark
Cornect to VPN Ink 1.73 Kb 06/26/2009 10:45 [ H:]- Removable Local Disk
desktop i 292bytes  06/23/2008 1626 {'J]]F;;”;%‘EEE Local Disk
File TransfersBackups Ink 922 bytes 06/18/2009 14:35 [ K: 1- Removable
Google Chrome Ink 1.99 Kb 04/04/2009 08:47 [ Z:1- Network CD-ROM
magicJack Ink 902bytes  01/17/2008 11:04 = ””‘e”ts CD-ROM
remote SecUns.Vnc 887 bytes 06/23/2009 17:25 sk [ Netwaork Favarites | Remavable
Remote Unsecure vnic 8593 bytes 06/22/2009 12:43 oo e [10] Removable
UktraWNC Viewer DirecteInk 788 bytes 06/11./2009 15:11 wrd:] Removable
e [ K] Removable
I:] [ My Documents |
I:] [ Metwork Favorites ]
w2 ] Network

© 2009, Pin Marketing and Technology. These documents are the intellectual property of PIN Services and Marketing and are meant only for

review purposes and should not be modified or used for commercial purposes without the written permission of Pin Marketing and Technology




Now we will move the file TruelmageHome — Shortcut... by selecting the file and clicking Receive

Receive means download, and Send means upload.

When the transfer is complete simply close the File Transfer window.

B ' File Transfer with < pin03-newpc ( 10.9.0.4, 192,168.0.3 ) > - Ultr@VNC Ll_lﬁ-: El
([ Desktop 1 »||  LocALMACHINE () ([ Desktop | ~|[  REMOTE MACHINE (]
;C:‘-\Users‘-.PIN\.DesI;:top\ C:\Users\PIN Services'\Desktop'.
Name Size Modified Name Size Modified
0.1 Folder 0.1 Folder
Connect to VPN Ink 173 kb 06/26/2009 10:45 catbwind 1362n exe 494 Mb 08/15/2008 10:22
desktop ini 282 bytes 06/23/2008 16:26 desktop ini 282 bytes 10/30/2008 12:44
File TransfersBackups Ink 522 bytes 06/18/2009 14:35 Google Chrome Ink 206 Kb 06/23/2009 11:47
Google Chrome Ink 189 kb 04/04/2009 08:47 Shortcut to Main Outlook an... 950 bytes 06/11/2009 13:59
magicJack Ink 502 bytes 01/17/2009 11:04 TruelmageHome - Shortcut ... 654 bytes 06/24/2009 14:08
remote Secure.vnc 887 bytes 06/23/2009 1725 £ UttraWNC ServerInk 773 bytes 06/11/2009 13:40
Remote Unsecure.vnc 893 bytes 06/22/2009 1243 He
UtraVNC Viewer Directlnke 788 bytes 06/11/2009 15:11

You can not end a remote control session while file transfers are in progress or while the

g File Transfer window is open.

d) Initiating a remote control session manually. @ Internet

' Google Chrome
If for some reason the pre-configured sessions
do not work it is a simple matter to start a session
manually. There are actually two versions of the UltraVNC Viewer Directx
UltraVNC Viewer, a basic and a DirectX version.
The Directx version offers better video performance | 7.4 FileTransfersBackups
and is the preferred version to run. The basic
version is fine to use and might be helpful for
troubleshooting. If the pre-configured sessions fail
simply launch the UltraVNC Directx viewer through
the Start Menu as shown to the right or by clicking
the Start | All Programs | UltraVNC |
UltraVNC Viewer Directx

;&= Acronis True Image Home

- j Motepad

Microsoft Office Word 2003
a& Backup and Restore Center

Launching the Directx version launches the [ ‘&, "indows Update

entire viewer. Launching the basic version
starts with the authentication dialogue box

K Kaspersky Anti-Virus 2009

Start the UltraVNC Viewer Directx and then
Select File | New Connection as shown below
and the Connection dialogue box will open
(shown on the following page)

iilz—_ln Madify, Repair or Remowve

! ﬂ Windows Contacts

%5s VINCviewer L Y
Screen  Special Keys  Tools  Session Options  Settings  Help

@ TV EALEm 24.68.240.3: [id

All Programs

Mew Connection

Start Listener

Ktart Search

Save as
Save as Favorite

Manage Favorite

Exit

/ﬂ._—l Microsoft Office Qutlook 2003

PIN

Documents
Pictures

Music

Games

Recent Items
Computer
Metwork
Connect To
Control Panel
Default Programs
Administrative Tools ¥

Help and Support
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[ View Ony [ Auto Scaling Options. .

192.168.0.3:XXXX (not as shown)

To manually start a unencrypted  UItr@VNC Viewer - Connection | |
remote control session type the following
into the VNC Server field: @ VNC Server: - ]
{ host display or host::port )

pin.dyddns.biz:XXXX Quick Cptions

i@ AUTO {Auto select best settings)
and hit Connect D ULTRA  (>2Mbit/s) - Experimental

71 LAN ( 1Mbit/s) - Max Colors
For the secure encrypted connection ) MEDIUM (128 - 256Kbit/s) - 256 Colors
start the VPN first, then this ) MODEM (19 - 128Kbit/s) - 64 Colors
dialogue box, and type in: O SLOW (< 13kKbit/5) - 8 Colors

Cortfig

. &l in MSRC4Plugind p
and hit Connect T il i i

[ Proxy/Repeater

You will now be prompted to provide a username and password as usual.

Notice the Use DSMPIugin checkbox. If you check this box when using the unencrypted
connection over the Internet this will enable UltraVNC'’s built-in encryption for that session.
To enable UltraVNC’s encryption on the server see Part B of this document. When using the
VPN this additional encryption is not needed and would slow down response.

© 2009, Pin Marketing and Technology. These documents are the intellectual property of PIN Services and Marketing and are meant only for
review purposes and should not be modified or used for commercial purposes without the written permission of Pin Marketing and Technology



Part B — Administration and Configuration of UltraVNC

This part of the document provides additional configuration information for trouble-shooting.
1. Configuration of UltraVNC Server
UltraVNC Server is installed and configured on PINO3-newPC. The configuration is very simple and

snapshots are included here for trouble-shooting. The UltraVNC server can be administered by
right-clicking on the icon tray UltraVNC server icon_and selecting Admin Properties

-10.9.0.4, 192168.0.3
e 939 AM

ey R TR LR i SmR—————h—m—————— e
Y o — I N ————— | i e ——— | | ——.
o - l W g Home B T2 Micron = "G Value Stae | Untitied o & 1P Upodate

i

Admin Properties

Properties

Add Mew Client
Kill All Clients

List All Clients

Install Service

Uninstall Service

Stop Service

Start Service (must be installed first)

Close VNC Connections

3
o o ] A e

- L= /’5 = o " For Sale hyﬂwner | ﬁ Microsoft Office... = Varueﬁtatement-l‘u...

LR 1125 AM

The key configuration change made is to enable the Require MS logon feature by checking
the checkbox shown below:

Ultr@VNC Server Propera P ilgﬂg

Incoming Connections When Last Client Disconnects Query an incoming connection
Accept Socket Connections (@ Do Mothing [ | Display Query Window
|| Display Mumber ar Ports to use: () Lock Workstation (W2K) Timeout: | 10 | seconds
@ Display MN® g () Logoff Workstation Default action: (@) Refuse Accept
oIS | s Keyboard & Mouse Multi viewer connections
I Http: | 5800

[| Disable Viewers inputs
[ Disable Local inputs

(@) Disconnect all existing connections
i Enable Javaviewer (Http Connect) ") Keep existing connections

Allow Loopback Connections

[[] Japanese (7 Refuse the new connection
[ Loopbackonly () Refuse all new connection
Authentication Misc.
s g Remove Aero (Vista)
e [¥] Remove Wallpaper for Viewers
Require M5 Logon (User /Pass. [Domain) Enable Blank Monitor on Viewer Request
= : ; ["]Enable Alpha-Blending Monitor Elanking
[7] capture Alpha-Blending
[ Configure M5 Logon Groups ] [ DisableTraylcon
File Transfer [ Forbid the user to dose down WinVNE
Enable User impersonation (for Service only) Default Server Screen Scale: 1/ 1
DSM Plugin Logging
[Cuse: MSRC4Plugin.dsm ~ | |confia. [ Log debug infos to the WinVNC.log file
[ oK l [ Apply l [ Cancel Path: | C:\Program Files\UltraVNC
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All other settings are default settings.

2IN00-newPC has been configured with a static IP address on both the local network and
he VPN. Static IP addresses facilitate routing through the firewall.

The IP address of PINO3-newPC on the local network is 192.168.0.3 (Port XXXX, and XXXX are
forwarded through the router to this IP address).

The IP address of PINO3-newPC on the VPN is also 192.168.0.3 (use this IP address through the
VPN for an encrypted remote control connection).

If the Use checkbox is checked for the Use DSMPIlugin then the built-in encryption will be enabled
by default on all sessions.

2. Configuring new session icons

If the pre-configured sessions fail it is a simple matter to make new ones. Delete the non-functional
icons and start a manual remote control session. Once the session is established select File |
Save as and browse to the Desktop and save the session with an appropriate name, either
RemoteSecure or RemoteUnsecure, as shown in the two snapshots below.

%55 VNCviewer - [pin03-newpc ( 10.9.0.4, 192.168.0.3) ]

C‘% MNew Connection B 'ﬁ é@ @ @ % & ﬁ | Connect b

Start Listener

Save as
Save as Favorite

Manage Favorite

Exit

Recycle Bin  cstbwindl3... Truelmage... Shortcut to

& Save As l_J-EE'-
@u?|z Desktop » - | +3 | | Search o |
Organize = o= Vie . MNew Folder
Name Size Type Date modified 5
- i
{2 Documents r|‘| PN
Bl Desktop
Ll Recent Places 3
(M Computer Brilic
B Pictures
I Music i L
[ Musi - Computer
More »
Folders -~ L. MNetwork "
e
File name: RemoteUnsecure -
Save as type: |‘quC files (*anc) - |
“ Hide Folders Save l | Cancel |
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3. Implementing UltraVNC’s Built-in Encryption for a Remote Control Session

If for some reason you need to improve the security for a remote control session but can not use
UltraVNC through the VPN, which encrypts all PIN Services network communications when

initiated, you can enable the built-in encryption.

An encryption plugin, ARC4Plugin.dsm, and key, arc4.key, have been installed on all PIN
Services PC’s. To implement the use of this encryption plugin and key you must access the
UltraVNC administration panel on PINO3-newPC as described earlier in this document, and

shown below.

Utr@VMC Server Property Page
Incoming Connections
,'vf' Accept Socket Connections
Digplay Mumber or Ports to use:
@ Display MN° g
) Ports  Main:
Http: o
[¥] Enable JavaViewer (Http Connect)
[¥] Allow Loopbadk Connections

) Auto

When Last Client Disconnects

(@) Do Nothing

Lock Workstation (W 2K)

() Logoff Warkstation

Keyboard & Mouse
["| pisable viewers inputs

[ Disable Local inputs

=l e s
Query on incoming connection
[ Display Query Window
Timeout: ) |seconds
Default action: Refuse Accept

Multi viewer connections

(@ Disconnect all existing connections
() Keep existing connections
(") Refuse the new connection

Ultr@¥NC Viewer - Connection

= [ 1apanese

|| Loopbackonly Refuse all new connection

Authentication Misc.

- [¥]Remove Aero (Vista)

VNC Password: | [FTTTTIT] Remove Wallpaper for Viewers @ aUTo [Auta select best settings)
= : : . .

[#|Require MS Logon (User/Pass. /Domain) ‘f ErEEREELS Monlto.r ok U":'fwer ReqL_'ESt CULTRA [>2Mbit/s] - Experimental

[T Mew M5 Logon (supports multiple domains) = El;.;l;lj:!ﬂ;::_l;;;:l;i;onmr P OLAN [» TMbit/s] - b ax Colors

L) a

[ Configure M5 Logon Groups [ DisableTraylcon O MEDIUM (128 - 256Khit/s] - 256 Colors

(O MODEM  [19 - 128Kbit/s] - 64 Colors

[ Forbid the user to dose down WinVNC (:) SLOw {< 19kKhit/s) - 8 Calors

File Transfer
711 o

DSM Plugin

Default Server Screen Scale: 1/ 1

Logging

Iview Only ] Auto Scaling

[Fluse: ARC4Plugin.dsm |"|Log debug infos to the WinVMC.log file

[] Proxy/Fepeater

Path: | C:\Program Files \JltraviNC

Simply check the Use checkbox for the DSM Plugin settin in the lower right of the admin window
and click OK.

It may be necessary to Stop and Restart the UltraVNC Server to enable encryption. This seems to
be a bug in the software. The general procedure for stopping and starting (restarting) a Windows
Service may be found in Part B of the document, PIN Services OpenVPN Configuration.doc

Once the UltraVNC admin panel has been reconfigured and the service restarted simply double-
click the Unsecure UltraVNC session icon or follow the instructions for a manual connection.

If you use the pre-configured icon to connect you will first receive an error dialogue box
informing you that you need to select the encryption plugin. Simply click OK to continue.

When the authentication windows appears (shown above right) enter the information as shown or
select the information from the VNC Server field drop-down menu, check the Use DSMPIlugin
checkbox and then log in as you normally would.

To disable the encryption simply repeat these steps but uncheck the appropriate boxes on the
server and client.
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